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 THE MILITARY AND THE ROLE OF LAW 
IN COUNTERING TERRORISM

       ! omas R     Mockaitis  ,     Charles     Tucker     Jr  , and     Augustus     Invictus

    1. Introduction

 Since 9/11, the military conventional forces — acting largely on their own — have 
been asked to defeat contemporary terrorist organizations and deter future terrorist 
threats. ! is conventional mindset hinders development of a truly e" ective strategy 
to counter what is — at heart — an unconventional threat. 

 Lacking an appropriate counter-terrorism (CT) doctrine, the United States (US) 
has fallen back on the one asymmetric doctrine it does possess: counter-insurgency 
(COIN). While COIN principles do apply to countering terrorism, CT and COIN 
are not identical. Asymmetric threats in the contemporary world require a holistic 
approach, combining CT and COIN with other elements of national power —  what 
the Pentagon now refers to as the Diplomatic, Informational, Military, Economic 
(DIME) approach.   1  Devising and implementing such a holistic approach requires 
sensitivity to social, cultural, and religious circumstances, especially when combating 
religiously motivated terrorism. Finally, a comprehensive CT strategy requires 
respect for human rights and the rule of law. Maintaining a healthy balance between 
liberty and security may be the most challenging aspect of countering asymmetric 
threats. 

 ! is chapter examines the complex problem of contemporary terrorism. Section 2
presents clear de# nitions of COIN and CT. It also discusses the relationship
between counter-insurgency, counter-terrorism, and nation building. Section 3
discusses speci# c challenges faced in combating al Qaeda and its a$  liates. Section 4
focuses on information operations and the impact that new technologies, such as
cell phones, cameras and the Internet, have on such operations. Finally, Section 5

1  US Army,  Operations Field Manual 3–0  (June 2001) ( Joint Publication 3–0 ) paras 1–25 < http://
www.dtic.mil/doctrine/jel/service_pubs/fm3_0a.pdf  >  accessed 28 January 2011. 
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proposes a long term, holistic, approach to countering asymmetric threats while 
preserving the rule of law. 

 Post con% ict stability operations comprise the bulk of contemporary missions, 
therefore this chapter focuses especially on the rule of law in the context of  post 
bellum  operations. ! e current con% icts in Iraq and Afghanistan were both developed 
in the aftermath of invasion. Interventions in Africa during the past two decades 
have also fallen into this category. For the foreseeable future, the pattern seems 
likely to continue.     

    2.  De! nitions: Counter-Insurgency, Counter-Terrorism, 
and Nation Building   

 Any discussion of an e" ective strategy for countering asymmetrical threats must 
begin with a clear de# nition of the nature of such threats, as well as a consideration 
of current doctrine addressing them. In this regard, the US  Department of Defense 
Dictionary  de# nes insurgency as ‘[a]n organized movement aimed at the overthrow 
of a constituted government through use of subversion and armed con% ict’.   2  
Although strictly accurate, this de# nition is too broad to be particularly useful. 
Insurgents almost always challenge an existing government from within, through 
a combination of subversion (or, to be value neutral: ‘information operations’), 
guerrilla warfare, and terror.   3  Terror is simply a weapon designed to spread fear. It 
is a macabre form of theatre whose real targets ‘are not the innocent victims but 
the spectators’.   4  ! us, the term ‘terrorism’ is best reserved for organizations and 
movements based on ideology so extreme that they will stop at nothing to achieve 
their goals, however utopian those may be. Simply put, while ‘insurgents’ make 
limited use of terror and avoid targeting innocent women and children, ‘terrorists’ 
have no such scruples.   5  

 Counter-insurgency, as its name suggests, is the strategy and tactics used to defeat an 
insurgency. Although national approaches di" er in their speci# c application, all COIN 
adheres to common, broad principles. Central to this is that defeating insurgency 
requires a campaign to ‘win hearts and minds’ through economic development, 

2  US Department of Defense , Department of Defense Dictionary of Military and Associated Terms , 
Joint Publication 1–02 (8 November 2010 as amended through to 31 December 2010) < http://www.
dtic.mil/doctrine/dod_dictionary/?zoom_query=insurgency&zoom_sort=0&zoom_per_page=10 &
zoom_and=1  >  accessed 28 January 2011. 

3  TR Mockaitis,  ! e ‘New’ Terrorism: Myths and Reality  (Stanford University Press, Stanford 2008) 113. 
4  DK Shipper,  Arab and Jew: Wounded Spirits in a Promised Land  (Penguin, New York 1987) 84. 
5  For a discussion of the di" erence between insurgency and terrorism see JD Kiras, ‘Irregular 

Warfare: Terrorism and Insurgency’ in J Baylis et al (eds),  Strategy in the Contemporary World: An 
Introduction to Strategic Studies  (3rd edn OUP, Oxford 2009) 185–207. 
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social welfare programmes, and/or political reform.   6  Furthermore, for COIN to be 
e" ectively undertaken, there is an emerging international consensus that coercive 
force will play a crucial — but limited — role. ‘Success in a counterinsurgency 
requires more than just military operations’, wrote General David Petraeus in 
2006.   7  In other words, there is an emerging understanding that the military should 
normally provide a security shield from behind which a predominately civil-political 
led ‘hearts and minds’ campaign can occur. Ideally, such an arrangement will produce 
synergies: civil-political reform and development will produce intelligence volun-
tarily o" ered by cooperative civilians and operationally generated, which will lead 
to the focused and selective use of military force against the insurgents, particularly 
their leaders.   8  

 Notwithstanding a broad understanding of successful COIN doctrine, Western led 
counter-terrorism operations undertaken since the terrorist attacks of 11 September 
2001 (9/11) have evidenced less of a uni# ed strategy than a series of ad hoc responses 
to a pervasive threat. Furthermore, these responses have primarily focused on 
kinetic means, that is, use of conventional force. For example, as practised by the Bush 
Administration, CT focused nearly exclusively on degrading al Qaeda’s capability 
by killing and capturing its leaders. As put simplistically (and inaccurately) by 
Secretary of Defense Donald Rumsfeld, the goal was to ‘kill more terrorists than the 
Madrasas could produce’.   9  Further, because the global war on terrorism involved 
invading and occupying two countries (Afghanistan and Iraq), CT and COIN were 
routinely confused; to the detriment of both.   10  In this regard, for example, for three 
years in Iraq and seven years in Afghanistan, the US used a CT approach, epitomized 
by the famous deck of cards with the faces of wanted leaders in Iraq. When this 
produced unsatisfactory results, Coalition forces belatedly shifted to a COIN strategy 
that worked reasonably well in Iraq, but was less e" ective in Afghanistan.   11  ! e US 
has since 2009 been employing a similar strategy in Iraq. However, the terrain, the 
weakness of the Government in Kabul, and the safe haven the Taliban enjoys in the 
border areas of Pakistan make successful COIN more di$  cult here than in Iraq. 

 Nation building includes all those activities to build or rebuild infrastructure and 
governance capacity within a state. COIN involves nation building, but nation 
building is larger than both CT and COIN. To be successful it must continue long 
after the insurgents have been defeated. It can occur as a preventive measure before 

 6  R Hoekstra and CE Tucker Jr, ‘Adjusting to Stabilization and Reconstruction Operations’ 
(2010) 1 PRISM: ! e Journal of the Center of Complex Operations 2, 16. 

 7  Gen D Petraeus, ‘Learning Counterinsurgency: Observations from Soldiering in Iraq’  Parameters  
(October 2006) 46. 

 8  Mockaitis (n 3) 113–18. 
 9  D Rumsfeld, ‘Global War on Terrorism Memorandum’ (16 October 2003) < http://www.usatoday. 

com/news/washington/executive/rumsfeld-memo.htm  >  accessed 15 September 2010. 
10  Hoekstra and Tucker (n 6) 18. 
11  Hoekstra and Tucker (n 6) 17–19. 
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con% ict arises, and must continue long after con% ict ends.   12  As this chapter will 
argue, e" ectively countering asymmetric threats involves using CT, COIN, and 
nation building together. 

 Contrary to popular belief, neither terrorism nor insurgency is new. As long as there 
have been occupiers, there have been insurgents. During the 1st century revolt 
against Rome, for example, Jewish irregular forces ‘comprising mainly farmers 
armed with javelins and stones’ harassed Roman legions.   13  During the Napoleonic 
Wars, insurgent guerrillas drained French forces using hit and run tactics.   14  
Insurgencies against colonial rule occurred throughout Africa and Asia during 
much of the 20th century. And threatened governments waged domestic counter-
insurgency campaigns in Peru   15  and Northern Ireland   16  in the late 20th century. 

 From 1965 to 1973, the American military fought a hybrid war, which blended 
insurgency with conventional war in Vietnam.   17  More recently, the wars in 
Afghanistan and Iraq have evolved into large scale counter-insurgency campaigns 
as part of the larger war on terror.     

    3.  Combating Global Terrorism: Successes and Setbacks   

 ! e international struggle against terrorism waged since 9/11 has — at least so far — 
 produced very mixed results. In this regard, in an e" ort to catch Osama bin Laden 
and destroy al Qaeda, the US and its allies became embroiled in two costly wars 
followed by occupations and nation building. Furthermore, while it has recently 
been able to draw down its combat forces, the US will need to remain actively 
engaged in Iraq for years to come — and at considerable cost in treasure, if not 
blood. In the meantime, the Afghan operation is experiencing its own setbacks 
and — if the parameters of the mission are not signi# cantly altered — holds little 
hope for improvement before the Presidentially mandated 18 month deadline to 
begin withdrawal during the summer of 2011. 

 In fact, because of mismanagement of this international e" ort, far from being 
destroyed, al Qaeda has proliferated, spinning o"  new organizations and subsidiaries. 
Al Qaeda in the land of the Two Rivers (more commonly known as ‘al Qaeda in Iraq’), 
and al Qaeda in the Arabian Peninsula, have been the most troubling. One indication 

12  Hoekstra and Tucker (n 6) 17. 
13  S Sorek,  ! e Jews Against Rome  (Continuum, London 2008) 57–8. 
14  See generally R Asprey,  ! e Reign of Napoleon Bonaparte  (Basic Books, New York 2001). 
15  See generally PB Rich and R Stubbs (eds),  ! e Counter-Insurgent State: Guerrilla Warfare and 

State Building in the Twentieth Century  (St Martin’s Press, New York 1997) 152–74. 
16  See generally TR Mockaitis,  British Counterinsurgency in the Post-Imperial Era  (MUP, Manchester 

1995) 96–132. 
17  A Krepinevich,  ! e Army and Vietnam  (! e Johns Hopkins University Press, Baltimore 1986) 

194–214. 
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of this is that the Islamist terrorist network has been able successfully to carry out 
major attacks in Madrid (2004), London (2005), and Mumbai (2008), carried out 
by Lashkar-e-Taiba (which has ties to al Qaeda), as well as attacks in Somalia, 
Pakistan, and elsewhere as well as several foiled plots against targets in Western 
Europe and the US. 

 On the other hand, it is true that the US and its allies have enjoyed some suc-
cesses in combating terrorism. For example, a number of plots have been foiled and 
the terrorist network, particularly its ability to move personnel and resources 
around the globe, has been disrupted. In this regard, the Doctor’s Plot in London 
(2008), the plot to bomb the New York subway system (2009), and the attempted 
car bombing of New York’s Times Square (2010), have all revealed a bizarre combina-
tion of good planning and poor execution, particularly the inability to make e" ective 
bombs. ! ese failures suggest that the terrorists’ pool of experts has been reduced. 

 Despite success in foiling plots and preventing attacks, inability further to disrupt 
the al Qaeda network stems in part from the manner in which the counter-terrorism 
campaign has been conceived. Immediately following the 9/11 attacks, US President 
George W Bush declared a global war on terror. ‘Our war on terror’, he told a 
stunned nation, ‘begins with  al-Qaida , but it does not end there. It will not end 
until every terrorist group of global reach has been found, stopped, and defeated.’   18  
! rowing down the gauntlet may have mobilized American opinion and ensured that 
Congress would provide the resources for a protracted campaign, but it framed the 
struggle in a most unhelpful way. Terror is simply a weapon or a tactic that can be 
employed by many actors; it is impossible to make war on either.   19  Nations and coali-
tions can, of course, target terrorist organizations, but even this is not an exclusively — or 
even predominantly — military task. Countering terrorism requires not only attacking 
organizations but, more importantly, addressing root causes of terrorism. Simply 
put, conventional military forces are not well suited to addressing the root social 
causes of terrorism, or in combating asymmetric threats. Recent history provides 
plenty of examples of overly militarily focused ‘kinetic operations’ making a bad 
situation even worse. 

 In 2006, for example, Israel engaged in conventional military operations in southern 
Lebanon. It did so in response to indiscriminate Hezbollah rocket attacks on Israeli 
civilians.   20  In undertaking its military operations, Israeli forces assaulted Lebanon 
for 34 days, using overwhelming # re power, primarily directed from the air. Although 
it in% icted extensive damage on the infrastructure of the country, the operation 
failed to achieve its stated purpose. In particular, it failed to stop (or permanently 

18  ‘Address to the Nation by the President of the United States’ (20 September 2001) < http://www.
presidentialrhetoric.com/speeches/09.20.01.html  >  accessed 30 July 2010. 

19  Mockaitis (n 3) 16. 
20  See generally WM Arkin,  Divining Victory: Airpower in the 2006 Israel-Hezbollah War  (Air 

University Press, Maxwell AFB, LA 2007). 
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incapacitate) the rocket attacks.   21  In fact, Israel’s operation not only failed to meet 
its military objectives, but it also failed to achieve its political objectives by leaving 
Hezbollah in an even stronger political position than it held before the war, as well 
as by exposing Israel to extensive international criticism for bombing civilians, a 
clear international humanitarian law violation. Simply stated, despite recognizing 
the fact that Hezbollah was not a conventional armed force, Israel mistakenly 
assumed that Hezbollah could be defeated by conventional military means alone.   22  

 Notwithstanding the lessons that should have been learned in Lebanon, Israel con-
tinued its conventional counter-terrorism strategy with an exclusively military 
based kinetic incursion into Gaza in 2009, as well as a sea based military interdiction 
of the Gaza % otilla in May 2010. ! e incursion into Gaza regrettably (albeit pre-
dictably) resulted in collateral civilian casualties; all to the further political isolation 
of Israel. Likewise, the subsequent military blockade of Gaza greatly exacerbated 
the already publically perceived views of Israeli in% icted Palestinian su" ering. It 
also created circumstances directly leading to the attack on the % otilla. ! is attack 
resulted in eight deaths — this time of Turkish nationals — and directly contributed 
to Israel’s political alienation from its erstwhile ally, Turkey. Again, by exclusively 
focusing its operations on militarily kinetic means, Israel not only failed to meet its 
stated military objectives (for example, militarily neutralizing Hamas), but it also 
exacerbated its international political isolation and consequent vulnerability to 
terrorism. What is by now obvious to most independent observers is that there is 
simply no military substitute for a political solution to the problem of Palestine. 

 Likewise, the Russian Federation’s response to Chechen separatism demonstrates 
even more poignantly the limits of conventional force. ! e Russians have fought 
two small wars in which they all but levelled the Chechen capital of Grozny. 
However, far from ending the resistance, their over-reliance on # repower turned a 
local insurgency into an international terrorist threat. In fact, Chechen separatists 
have now forged links with al Qaeda and carried out terrorist attacks in Moscow, 
Dagestan, and South Ossetia. ! e Beslan school hostage crisis of 2004 grew directly 
from the seeds of bitterness sown by Russian forces during the 1990s. 

 ! ese (and numerous other) examples demonstrate the wisdom of US Army 
General Petraeus to the e" ect that a country cannot ‘kill or capture our way to 
victory’ in a COIN campaign.   23  In short, over-reliance on military force not only 
fails to defeat insurgency and terrorism, it invariably exacerbates the problem. 
Kinetic operations also hamper another vital aspect of asymmetric warfare, namely 
information operations.     

21  Arkin (n 20) xxi. 
22  Arkin (n 20) 154. 
23  Gen D Petraeus, ‘Protecting Afghan Civilians a Top Priority, Petraeus Tells Troops’,  Guardian  

(London 2 August 2010) < http://www.guardian.co.uk/world/2010/aug/02/david-petraeus-protect-
afghan-civilians  >  accessed 17 January 2011. 
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    4.  Challenge of Information Operations   

 In a world knit together by an unprecedented communication revolution, perception 
is reality. Despite this, the ‘international community’ in general — and the US in 
particular — have consistently lagged behind their enemies in the battle of ideas and 
images. ! erefore, day in, day out, often cynically manipulated video footage of 
‘Western’ or ‘coalition’ soldiers allegedly destroying property, in% icting civilian 
casualties, or mistreating prisoners, strategically undermines legitimate COIN and 
CT e" orts. Decrying this phenomenon is useless and counter-productive. ! e 
‘bottom line’ is that in today’s hyper-connected globalized media environment, 
even if coercive force is justi# ed — and proportionately and legally employed — if it 
looks bad, it  is  bad and will almost always be counter-productive. 

 While the pernicious e" ects of this phenomenon have become ever more 
obvious, the phenomenon itself is not new. In fact, since Vietnam (which was the # rst 
‘televised war’) COIN and CT operations have routinely been undertaken in broad 
view; in front of a world audience. In such a media environment, public opinion 
can, and routinely does, a" ect the outcome of the campaign. Vietnamese Colonel 
Tu realized this when he responded to US Army Colonel Harry Summers’ observa-
tion that the North Vietnamese and Viet Cong never defeated the US militarily. 
‘! at may be so,’ Tu replied, ‘but it is also irrelevant.’   24  

 Given this operational environment, a robust information strategy would seem 
to be vital to the success of any COIN or CT campaign. However, fortunately or 
otherwise, there are serious structural obstacles preventing or impeding coalition 
forces from successfully engaging in such a strategy. Simply put, in free societies 
any attempt by ‘the government’ (or its functional subdivision, ‘the military’) to 
produce or in% uence ‘the news’ is viewed with supreme suspicion. ! us, where they 
have been clumsily tried, even legitimate coalition ‘information operations’ have, 
at best, routinely been derided as being little more than propaganda campaigns — 
 vice accurate representations of ‘reality’.   25  

24  Cited in JM Taw and RC Leicht,  ! e New World Order and Army Doctrine: ! e Doctrinal 
Renaissance of Operations Short of  War?  (Rand, Santa Monica, CA 1992) 12. 

25  It does not help that the US and its allies have sometimes failed to disseminate sound or 
balanced information. ! e # rst battle of Fallujah illustrates this problem. Following the murder of 
four Blackwater contractors in the spring of the 2004, US forces moved in to control the city. ! e 
operation was a public relations disaster. One reason for this was that Western reporters could not 
safely enter the city while camera crews and commentators from Al-Jazeera and Al-Arabia stations 
had unlimited access. ! erefore, at or about the same time US military public a" airs personnel were 
extolling the virtues of the operation to domestic media outlets, foreign media outlets were broadcasting 
American excesses — both real and invented — thereby creating such a storm of protest that the White 
House called o"  the operation just as it was nearing a successful military conclusion. See TE Ricks, 
 Fiasco: ! e American Military Adventure in Iraq  (Penguin Books, New York 2006) 321–62. 
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 ! e same standard, however, has not routinely been applied to terrorist organizations. 
For example, the Chechens began the practice of # lming and broadcasting their 
own terrorist acts during the 1990s.   26  When these e" orts proved advantageous, and 
when international media outlets began rebroadcasting their ‘information work-
product’, other terrorist organizations, such as al Qaeda and its a$  liates, similarly 
began embracing modern communications technology. 

 Today, terrorist organizations routinely produce their own television, radio, CD, 
cell phone footage, and Internet ‘information products (namely propaganda)’. 
! ey do so in order to communicate their message to a world audience; and their 
skill at not only producing this material, but in manipulating the media to broadcast 
(or rebroadcast) it, has given groups such as al Qaeda all the panache of international 
media celebrities. For example, notwithstanding its own cynical and intentional 
targeting of civilian populations, Hezbollah has become ever more adept at manip-
ulating public opinion by publically highlighting alleged Israeli excesses. Likewise, 
insurgents in Iraq have made e" ective use of videotaping; often positioning impro-
vised explosive devices not where they would do maximum damage, but where they 
would provide the best visual image of an explosion. 

 Insurgents and terrorists routinely use independent media outlets to their competi-
tive advantage. In doing so, they have internalized the implications of the oft cited 
reporters’ adage of ‘if it bleeds, it leads’ and routinely staged ‘events’ primarily for 
their screen appeal. ! ey count on media networks to broadcast their information 
work products. Terrorists keenly understand that in a 24 hour news cycle, creating 
a steady stream of video casualties will undoubtedly produce regular TV (and other 
media) coverage of military funerals. And they fundamentally operate on the 
(apparently reasonably held) premise that such images will eventually undermine 
domestic support for any legitimate war; especially where ‘the people’ do not under-
stand that the very survival of their way of life may be in peril. 

 In the meantime, indiscriminate demand for unfettered transparency in military 
a" airs routinely exacerbates the erosion of public support for legitimate CT opera-
tions. ! e WikiLeaks imbroglio directly illustrates this phenomenon. Recently, this 
independent website published 75,000 unlawfully leaked classi# ed documents 
concerning US military and intelligence operations in Afghanistan. ! e site released 
a second batch of documents, which resulted in its being shut down and its funding 
sources attacked. While the document leaks revealed serious weaknesses in US 
security and may have compromised some operations, the most serious damage was 
to US credibility. As General Michael V Hayden, former Director of the Central 

26  CE Dauber , YouTube War: Fighting in a World of Cameras in Every Cell Phone and Photoshop on 
Every Computer  (Strategic Studies Institute, US Army War College Carlisle Barracks, PA 2009) 9. 
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Intelligence Agency, asked rhetorically, ‘[w]hat potential sources in Afghanistan 
will now believe that America can protect them?’   27      

    5.  Winning the Struggle Against Terrorism   

 Countering asymmetric threats requires a reformulated strategy that addresses the 
problems identi# ed in this chapter. To formulate such a strategy, the US and its 
allies must re-conceptualize the nature of the con% ict. ! e US must then consider 
whether it has the right force structure to deal with today’s threats. It also needs to 
develop a legal framework for combating terrorism; a framework that includes 
nation building as a legitimate task. Only when it has taken these preliminary steps 
can the US develop a comprehensive CT strategy .     

    5.1.  Conceptualizing the Con" ict   

 Current US strategy has two related but distinct parts: # rst, the irregular struggle to 
counter and disrupt loosely a$  liated global terrorist networks; second, the more 
prosaic (albeit intrinsically more di$  cult) prosecution of more conventional 
con% icts in Iraq and Afghanistan. 

 Global CT has several components. For example, through the Counterterrorism 
Fellowship and the International Military Education and Training Programs, the US 
provides assistance to allied nations combating asymmetric threats. Such assistance 
is sometimes referred to as ‘soft power’ to distinguish it from the ‘hard power’ of 
direct military action. Washington also spearheads international e" orts to combat 
terrorist # nancing and improve cooperation on everything from information sharing 
to port security. At the same time, however, it aggressively pursues terrorists kinetically 
(hard power) whenever and wherever it can # nd them (for example, using Predator 
drones to kill al Qaeda and Taliban leaders). Notwithstanding these irregular global 
military e" orts, since March 2001, the central front in America’s struggle with ter-
rorism has been its more conventional wars in Afghanistan and Iraq. In this regard, 
it is instructive to note that in late 2001, using more or less traditional military 
tactics and strategy, the US quickly drove the Taliban from power in Afghanistan. 
However, immediately after securing Kabul and certain other areas of Afghanistan, 
given its avowed distaste for nation building, the Bush Administration indicated 
that it would not get bogged down in a protracted nation building mission. 
! erefore, at its # rst (premature) opportunity, the US set up the Karzai Government 

27  MV Hayden, ‘WikiLeaks Disclosures Are a “Tragedy”’  CNN  (30 July 2010) < http://www.
cnn.com/2010/OPINION/07/30/hayden.wikileaks.secrets/index.html?eref=mrss_igoogle_cnn  >  
accessed 15 September 2010. 
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and handed institutional and infrastructure development responsibility to an ill 
prepared, ill equipped, NATO coalition.   28  

 In the meantime, apparently anxious to replicate this Afghan experience, the US 
Administration (and its coalition of willing allies) invaded Iraq. Whatever the puta-
tive justi# cation for this action, the initially successful March 2003 three week 
military invasion of Iraq was quickly followed by the inherently more problematic 
modus operandi of setting up a pro-Western Government, telegraphing a nearly 
immediate desire to leave the area of operation, while forsaking comprehensive soft 
power stabilization and reconstruction e" orts.   29  ! us, in both Afghanistan and 
Iraq, the US pursued a CT strategy that primarily emphasized killing or capturing 
enemies. It emphasized a quick ‘end state’ (that is, exit strategy). ! e US had no 
real strategy for winning the peace, or institutionally advancing its civil-political 
objectives. In short, there was no long term engagement strategy. ! is approach (or 
lack thereof ) has produced no end of trouble;   30  trouble that was clearly foreseeable. 
As Campbell and O’Hanlon have argued, ‘[i]nvading another country with the 
intention of destroying its existing government, but without a serious strategy for 
providing security thereafter, de# es logic and falls short of proper military standards 
of competence. ! at the Bush administration did this in Iraq was, in fact, 
unconscionable.’   31  

 It was not until in or around 2005 in Iraq, and 2009 in Afghanistan, that the US 
and its allies # nally switched to a COIN strategy based on the ‘clear, hold, and build’ 
approach articulated in the (then) new US Army Counterinsurgency Manual.   32  
! is approach sought to ‘create a secure physical and psychological environment; 
establish # rm government control of the populace and area; gain the populace’s 
support’.   33  Clear, hold, and build was and is simply nation building by another 
name. It was not a revolutionary concept.   34  

 As has long been understood by military professionals, to engage successfully in a 
nation building strategy, security forces must # rst clear an area of opponents, terrorists, 

28  A Rashid,  Descent into Chaos: ! e United States and the Failure of Nation Building in Pakistan, 
Afghanistan, and Central Asia  (Viking, New York 2008) argues this point throughout his monograph. 

29  TR Mockaitis,  Iraq and the Challenge of Counterinsurgency , (Praeger, Westport, CT 2009). See 
too Hoekstra and Tucker (n 6) 18; KM Campbell and ME O’Hanlon,  Hard Power: ! e New Politics 
of National Security  (Basic Books, New York 2006) Chapter 2  et seq.  

30  For example, it helped create the Abu Ghraib scandal in which pressure to gather intelligence 
to advance the military’s end state — sustained e" orts to support e" ective information operations 
designed to advance civil-political institution support and/or international engagement — encouraged 
troops to conduct ever more kinetic round ups of alleged anti-coalition ‘insurgents’, as well as to interrogate 
far too many suspects aggressively, leading inevitably to abuses. 

31  Campbell and O’Hanlon (n 29) 53. 
32  US Army,  Counterinsurgency Field Manual 3–24   ( December  &''()  ( FM 3–24 ) paras 5-51–5-80 

< http://usacac.army.mil/cac2/coin/repository/FM_3-24.pdf  >  accessed 1 February 2011. 
33   FM 3–24  (n 32) paras 5–51. 
34  Hoekstra and Tucker (n 6) 17–18. 
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insurgents, or other such nefarious elements.   35  ! en, regardless of the clearance 
methods used, the government (or occupying force) must secure the area by deploying 
police and/or troops. However, as has also long been recognized by standard COIN 
doctrine, local people should whenever possible be involved in protecting their own 
communities. ! us, holding an area requires controlling its entire environment, 
air, land, sea, and cyber space.   36  Finally, the government must develop the area 
it clears and holds, building or rebuilding institutions and infrastructure while 
providing for schools, clinics, economic opportunity, and law and order.   37      

    5.2.  Restructuring the Military   

 ! e nature of contemporary threats has, of course, produced a lively debate over 
civil-military force structure. Many o$  cers and analysts believe a fundamental 
overhaul of Western forces is necessary to meet today’s threats. In his book,  ! e 
Pentagon’s New Map , for example, ! omas Barnett describes such a transformation, 
proposing a physical bifurcation of the US military and the development of two 
separate forces: a ‘kick-in-the-door’ force that wins the military confrontations; and 
the ‘everything else force’ that focuses on nation building.   38  Conversely, soft power/
hard power balancing moderates, such as Campbell and O’Hanlon, argue that ‘[t]his 
is not a time for radical overhaul of the nation’s security institutions’. Instead, they 
contend, ‘[r]ecent years have revealed the need for several types of  capacities  that do 
not currently exist in the government at anything like the requisite magnitude. 
! ey are the  capabilities  needed in disaster response or counter-terrorism at home, 
as well as in stabilization missions abroad.’   39  

 While largely agreeing with the sentiments espoused by Barnett, the authors also 
recognize the political realities enunciated by Campbell and O’Hanlon. ! at is, an 
understanding that there is unlikely to be any major overhaul of Western military 
forces in the o$  ng. A better approach may be to create a two-speed force capability; 
a capability able to accomplish both of the missions outlined by Barnett, as well 
the ‘stability operations’ generally espoused by Campbell and O’Hanlon.   40  In this 

35  Depending on the level of violence employed by insurgents, such clearance may potentially 
be undertaken by state security agencies (for example, police), followed with support from state 
justice apparatuses (for example, courts). However, clearance often requires levels of coercive force 
that exceed the capabilities of state policing authorities; it requires military force. 

36  ! e Iraq war illustrates what happens when a government fails to hold territory it has cleared. 
Nefarious elements returned rapidly and a full-blown insurgency ensued. 

37  Campbell and O’Hanlon (n 29) Chapter 2  et seq . 
38  TP Barnett,  ! e Pentagon’s New Map: War and Peace in the Twenty-First Century  (Putnam, 

New York, 2004) 367–85. 
39  Campbell and O’Hanlon (n 29) 104. 
40  In the US, ‘stability operations’ are de# ned as ‘various military missions, tasks, and activities 

conducted outside the United States in coordination with other instruments of national power to 
maintain or reestablish a safe and secure environment, provide essential governmental services, emergency 
infrastructure reconstruction, and humanitarian relief ’  Joint Publication 3–0  (n 1) GL-28–GL-29. 
See also US Department of Defense, ‘Directive 3000.05: Military Support for Stability, Security, 
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regard, it becomes clear that, ‘[m]ost acutely, the U.S. military must harmonize its 
counterterrorism and counterinsurgency operations. At the same time, the military’s 
external coordination with the international community and other [stabilizing] actors 
must be enhanced.’   41  

 Furthermore, we argue that ‘[t]he Services cannot forsake their obligation to become 
as pro# cient in conducting stability operations as they are in combat operations. 
! us, notwithstanding the pushback that they may receive from certain Service-
centric, combat-centric “traditionalists,” each Service must develop full-spectrum 
[stabilization and reconstruction] capabilities.’   42  

 And # nally, with regard to stability operations conducted by the US, the authors 
agree that: 

 ! e Services must understand that during [stability operations], their actions cannot 
be conducted independently of one another or of the U.S. Government interagency 
decision making process. Additionally, their actions may not be undertaken without 
adequate attention to the nonkinetic aspects of [such operations]. Simply put, in the 
past, when nonkinetic stabilization and reconstruction e" orts have been placed under 
the operational control of the military, interagency civil engagement and reconstruction 
priorities have often been left unrealized. For this reason, in future [stability operations], 
as soon as security allows, it will be vital to prioritize and institutionalize State 
Department input into DOD decision making.   43    

 It is contended that all of this may require some military force restructuring. ! us 
the US Army’s transformation from Divisions to Brigade Combat Teams is a step 
in the right direction, since it envisions a multi-purpose military whose combat 
components can be mixed and matched, assembled and disassembled, into compo-
nents of appropriate size and function. Whether such organizational changes will 
be su$  cient to enable the Army to engage in conventional and unconventional 
operations remains to be seen. Regardless, it is likely that debate within the US military 
establishment on this subject will continue.     

Transition and Reconstruction (SSTR) Operations’ (28 November 2005) (DOD Directive 3000.05) 
para 4.2 < http://www.fas.org/irp/doddir/dod/d3000_05.pdf  >  accessed 1 February 2011, which states 
that: ‘Stability operations are conducted to help establish order that advances US interests and values. 
! e immediate goal often is to provide the local populace with security, restore essential services, and 
meet humanitarian needs. ! e long-term goal is to help develop indigenous capacity for securing 
essential services, a viable market economy,  rule of law , democratic institutions, and a robust civil society.’ 
See also V Tasikas, TB Nachbar, and CR Oleszycki (eds),  Rule of Law Handbook: A Practitioner’s Guide 
for Judge Advocates  (Center for Law and Military Operations, Charlottesville, VA 2007). 

41  Hoekstra and Tucker (n 6) 18. 
42  Hoekstra and Tucker (n 6) 22. See also JS Corum,  Fighting the War on Terror; A Counterinsurgency 

Strategy  (Zenith Press, St Paul, MN 2007) 32. 
43  Corum (n 42) 22. 
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    5.3.  Law and Government   

 A crucial, but often neglected, aspect of successful nation building is the establishment 
(or re-establishment) of a functioning legal system. Simply, ‘[t]he # rst need for any 
people is a basic level of security’.   44  ! us ‘[t]he ultimate goal of controlling popula-
tions is to establish some semblance of peace, order, and rule of law’.   45  In fact, recent 
international community nation building experience clearly demonstrates that 
only after a domestic population is able to maintain law — and able to do so on its 
own — will everything else fall into place.   46  

 Conversely, recent experience demonstrates that ‘military interventions that do not 
ultimately rebuild the rule of law in post con% ict societies are doomed to undermine 
their own e" orts. ! is is true whether the interventions were initially undertaken 
for humanitarian reasons, security reasons, or a complicated mix of the two.’   47  
Notwithstanding this fact, it is clear that Western militaries engaging in nation 
building have routinely (albeit inexplicably) initially failed to plan adequately for 
rule of law implementation operations. 

 At a minimum ,  a functioning legal system requires courts, judges, prosecutors, 
and defence attorneys, as well as competent and disciplined police.   48  Further, such 
systems must also adhere to international professional and human rights standards, 
while simultaneously respecting local customs and culture. ! is is a balance not 
easily achieved.   49  Regardless, while attempting to establish such viable legal systems, 
occupying powers must also actively (and simultaneously) encourage the develop-
ment of other institutions of functional government. ! at is, they must help 
develop new or improve already existing governance capacity. 

 Convincing usually sceptical local populations that supporting their own govern-
ment or occupying power is in their best interests requires ‘building up the base of 
popular support by making progress in the local economic life (creating jobs and 
promoting economic growth), and by enhancing the social infrastructure (estab-
lishing better schools . . . and political systems that allow for peaceful resolution of 
local issues’.   50  ! us, where nascent governments already exist, even if ine$  cient, 

44  Corum (n 42) 83, 95. 
45  Corum (n 42) 83, 95. 
46  R Brooks, J Stromseth and D Wippman,  Can Might Make Rights? Building the Rule of Law After 

Military Interventions  (CUP, New York 2006) 3–4, 7–9. See also Corum (n 42) 10, 95. 
47  Brooks, Stromseth and Wippman (n 46) 7. 
48  Brooks, Stromseth and Wippman (n 46) 143–56, 179. 
49  Brooks, Stromseth and Wippman (n 46) 13–15. Note, for example, that the Taliban have set 

up more than a dozen of their own Shari’a courts in the areas they control. Among local people these 
shadow courts have a better reputation for fairness than the o$  cial courts of the Afghan Government. 
Brooks, Stromseth and Wippman (n 46) 68, 118–24. 

50  Corum (n 42) 83–4. In the US, the conduct of nation building stability operations is dictated by 
DOD Directive 3000.05 (n 40) which de# nes stability operations as: ‘Military and civilian activities con-
ducted across the spectrum from peace to con% ict to establish or maintain order in States and regions.’ 
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their governmental institutions must be nurtured and encouraged to become 
responsive to the needs of their own people. However, where government capacity 
has collapsed, it must be created — and handed over to local authorities ‘as quickly 
as  practical ’.   51  

 As the cases of Kosovo, Iraq, and Afghanistan clearly illustrate, creating working 
governments from scratch is a daunting task; a task that requires careful planning, 
good timing, and not a little bit of luck. Unfortunately, recent history clearly reveals 
that capacity building plans are often an afterthought.   52  For example, after the 
NATO led force initially invaded and occupied Kosovo, it simply refused to govern. 
Instead it handed governance responsibility over to the UN mission, which was 
grossly unprepared for the task at hand. Nefarious elements exploited the resulting 
power vacuum, thereby causing a great deal of destruction.   53  Likewise, in Iraq, the 
Bush administration was so eager to avoid nation building that it created a govern-
ment as quickly as possible simply so that it could begin withdrawing troops. ! e 
Iraqi Government it got did not function well and arguably has been an ongoing 
impediment to stabilizing and developing the country ever since.   54  Afghanistan 
followed much the same pattern. ! e Karzai Government was put into power soon 
after the occupation and has been propped up ever since — even though it enjoys 
little popular support and is rife with corruption.   55  

 ! e bottom line is that rule of law nation building e" orts can only succeed if they are 
part of an adequately planned, comprehensively and internationally coordinated, 
e" ort to stabilize an a" ected region and create a functioning government. Further, 
to succeed, such e" orts must be systematically synchronized with overall peace 
implementation plans. Further still, planners must scale their commitment and 
resources to need, and actively involve local actors in peace building and rule of law 
e" orts. Finally, military occupiers must transfer governance responsibility as soon as 
reasonably possible — but not before adequate assurances of capacity and sustain-
ability are met.   56      

DOD Directive 3000.05 includes three general tasks involved in stability operations: rebuilding 
indigenous institutions (including various security forces, correctional facilities, and judicial systems); 
reviving and rebuilding the private sector; and developing representative government institutions. 

51  Brooks, Stromseth and Wippman (n 46) 387 (emphasis added). 
52  Hoekstra and Tucker (n 6) 18–19. 
53  See TR Mockaitis , Civil-Military Cooperation in Peace Operations, the Case of Kosovo  (Strategic 

Studies Institute, US Army War College Carlisle Barracks, PA 2004) for a discussion of governance 
issues in Kosovo. See also, Brooks, Stromseth and Wippman (n 46) 316–23. 

54  Although partisan, LJ Bremer III,  My Year in Iraq: ! e Struggle to Build a Future of Hope  
(! reshold Editions, New York 2006) provides useful insights into the thinking that drove US Iraq 
policy during the # rst crucial year. 

55  See Rashid (n 28). 
56  Brooks, Stromseth and Wippman (n 46) 386–7. 
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    5.4.  Toward a Holistic Approach to CT and COIN   

 COIN requires a holistic approach. An occupying power — or a nation supporting 
a threatened government — must make use of the full spectrum of its resources 
and capabilities. ! at is, it must make use of all the instruments of national power, 
both hard and soft.   57  Simply put, over-reliance on kinetic military operations is 
almost always counter-productive. ! erefore, force must be used selectively, and 
the selective use of force requires precise intelligence on the insurgent’s identity, 
whereabouts, and intentions. Such intelligence will only be provided if ordinary 
people perceive that their government — or at least the government — is capable of, 
and determined to, meet their needs. 

 A signi# cant disparity between international law and contemporary practice has 
arisen. International law has always been restrictive on the use of pre-emptive force, 
insisting that a threat must be ‘instant, overwhelming, and leaving no choice of 
means, and no moment of deliberation’.   58  In conventional war a build up along a 
state’s border would clearly justify pre-emptive military action — as occurred at the 
outset of the Six Day Arab-Israeli War (1967). Terrorism, however, confounds such 
clear cut guidance. What should a state facing a pervasive terrorist threat be allowed 
to do in countering it? How imminent must a threat be before pre-emption is 
allowed? ! e controversy surrounding use of predator drones against al Qaeda and 
the Taliban in the tribal border areas of Pakistan illustrates the complexity of the 
problem. A May 2010 report by the UN Human Rights Council harshly criticized 
US predator drone attacks against Taliban and al Qaeda leaders in Pakistan, arguing 
that such attacks not only failed to meet the strict requirements of pre-emption, but 
also violated the sovereignty of a neutral state, did not adequately protect civilians, 
and killed people whose combatant status was ambiguous.   59  ! is debate reveals 
that, once again, technology has outpaced law and ethics. 

 However, COIN has its limits. Today, terrorism is not con# ned to a single area. It 
spans the globe through a series of loosely connected networks. Countering these 
networks requires a range of approaches that both encompass — and go beyond —
 COIN. In this regard, for example, CT requires the cooperation of police, forensic 
accountants, and information specialists. It also requires international cooperation on 
an unprecedented scale. And to be e" ective these elements of CT must be coordinated 

57  Campbell and O’Hanlon (n 29) 1–10; Accord, ‘National Presidential Security Directive 44: 
Management of Interagency E" orts Concerning Reconstruction and Stabilization’ (7 December 
2005) < http://www.fas.org/irp/o" docs/nspd/nspd-44.html  >  accessed 1 February 2011; and US 
Department of Defense, ‘Instruction 3000.05; Stability Operations’ (16 September 2009) < http://
www.dtic.mil/whs/directives/corres/pdf/300005p.pdf  >  accessed 1 February 2011. 

58  UNHRC, ‘Report of the Special Rapporteur on extrajudicial, summary or arbitrary executions, 
Philip Alston: Addendum: Study on targetted killings’ (28 May 2010) UN Doc A/HRC/14/24/
Add.6, 15 (Report of the Special Rapporteur). 

59  Report of the Special Rapporteur (n 58) 24–5. 
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as part of an e" ected CT strategy. ! e following are some broad recommended 
guidelines to follow in devising such a strategy.    

    5.4.1.  Limit the Role of the Military   
 Recent international experience demonstrates that the role of Western militaries in 
both COIN and CT has been signi# cantly overemphasized. ! e US, in particular, 
has primarily relied on its armed forces to kill or capture insurgents and terrorists. 
In doing so, it has acted as if this kinetic activity alone would be su$  cient to defeat 
‘the enemy’. ! e authors argue that the primary role of the military in such operations 
should be to provide support and training to states facing terrorist threats so that they 
can defend themselves. We further contend that such an indirect approach would 
establish legitimacy for a threatened state; legitimacy that is absent when the West is 
visibly in control. It would make the state less vulnerable to terrorist organizations. 
Additionally, it would enhance the security of the international system as a whole. 
! is said, there will be cases where direct kinetic action by the US and its allies may 
become necessary. However, even in such cases, limited numbers of highly trained, 
highly disciplined special operations forces would normally be the best personnel 
for objectives requiring direct actions.   60  

 Notwithstanding our default recommendations, it is recognized that when counter-
insurgency and counter-terrorism operations merge — as they currently do in 
Afghanistan and Iraq — regular (or ‘conventional’) military forces will normally 
become directly involved in hostilities. Even in these circumstances, the use of force 
should only become available as a last resort, and only in as focused and limited a 
manner as possible. As noted above, in COIN, military units should mainly be 
employed to provide the shield from behind which primarily civilian-led economic 
and political developments can occur.   61  ! us, o" ensive operations should only be 
launched when absolutely necessary, and only when the security forces have good 
information on the insurgents. 

 Obtaining such information will allow them to focus their use of force narrowly. In all 
cases, however, limited use of force constraints (re% ected within rules of engagement/
rules for the use of force) must be imposed and followed, with security and/or 
o" ensive forces operating within the construct of small units.     

    5.4.2.  Focus on Intelligence   
 ! e key to limiting and focusing the use of force is intelligence. Only by gathering 
accurate information can security forces target insurgents and terrorists without 

60  A classic example of such a direct action occurred o"  the coast of Somalia in 2009. When pirates 
boarded a US vessel and took American civilian sailors hostage, the US Navy intercepted them using 
a Navy SEAL team executing a precision strike and hostage rescue. 

61  See Hoekstra and Tucker (n 6) 18–23, wherein the authors argued for a substantially more 
robust civilian response capability. 
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in% icting unnecessary civilian casualties. Some intelligence may be gathered from 
high tech equipment or generated by operations. However, the best intelligence is 
freely provided by ordinary civilians (HUMINT); citizens anxious for peace and 
persuaded not only that ‘the government’ will win, but that it will govern well, are 
more likely to provide information on the terrorists or insurgents. 

 Unfortunately, gathering intelligence on insurgent groups and terrorist networks is 
extremely di$  cult. Renowned military historian John Keegan has noted, for example, 
that the ‘emergence of new intelligence targets lack any concrete form: aggressive 
belief systems not subject to central authority; shifting alliances of dangerous 
malcontents; and stateless migrants disloyal to any country of settlement’.   62  
Notwithstanding this observation, as the location and elimination of Iraqi al Qaeda 
leader Abu Musa al-Zarqawi, and ultimately of Osama bin Laden himself on 1 May 
2011, clearly demonstrated, with su$  cient patience and determination accurate 
intelligence can be gathered. 

 Gathering intelligence is not enough, however. Intelligence has to be ‘operation-
alized’. ! at is, once information is gathered and analysed, it must be distributed 
to those who will act on it. In short, it must be shared with other agencies and 
departments which could use it to create a more comprehensive picture of the 
terrorist organization. While some improvements in coordination have been 
made since 9/11, intelligence sharing between governmental entities remains a 
challenge. Sharing intelligence between countries has been even more di$  cult; 
sharing it with local people and/or local judicial systems has been virtually non-
existent. ! is must be changed; new standards of openness and cooperation must 
develop. 

 In the meantime, civilian and military intelligence personnel need to be trained on 
a host of capabilities that exceed the currently provided basic understanding 
of technical assets, means and methods, conventional tactics, and/or rudiments of 
an enemy’s organization and doctrine. Instead, to be e" ective when confronting 
terrorists or insurgents, or when performing peacekeeping duties, intelligence per-
sonnel need to be provided with a wide variety of knowledge deemed largely 
irrelevant in conventional war. For example, they need to be provided with training 
in history, sociology, psychology, anthropology, language, culture, law, and the 
politics of the country in which they are operating. In-depth expertise in these sub-
jects is not required; they simply need to be provided with the basic ability to ‘ask 
the right questions, to set the right information-collection priorities, and to place 
the human intelligence they receive in its proper context’.   63  Intelligence personnel 

62  J Keegan , Intelligence in War: ! e Value and Limitations of What the Military Can Learn about the 
Enemy  (Vintage, Toronto 2004) 318–9. 

63  Corum (n 42) 131–2. 
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also need to be provided with enough knowledge of local and national issues to 
recognize the biases of their sources, as well as to weigh critically the value of the 
information they receive. Furthermore, they need to be given training in mediation 
and diplomacy skills so they can develop relationships with local leaders, indige-
nous military, and police.   64  In short, they need to be weaned from their over-reliance 
on technology and signals intelligence (SIGINT), a generic term for information 
gathered by technological means. It is suggested that the type of training they need 
cannot adequately be provided by governmental sources alone. Instead, intelligence 
personnel (as well as other operational military and civilian personnel) need to be 
provided with signi# cantly greater opportunities to attend classes with civilian 
domestic and international academic institutions where such expertise may be 
found in abundance.     

    5.4.3.  Conduct E" ective Information Operations   
 Information operations are not propaganda campaigns. ! eir goal should be to 
disseminate accurate information in a clear, concise, and consistent manner. A good 
information campaign can turn vulnerability into strength. A bad campaign can be 
disastrous. For example, on 9/11, the world at large sympathized with the US. 
International support led to UN approval of military action against the Taliban 
regime of Afghanistan and al Qaeda.   65  For the # rst time in its history the North 
Atlantic Council, NATO’s governing body, invoked Article 5 of its foundational 
treaty (an attack upon one is an attack upon all) and committed the alliance to go 
war.   66  However, within a few years the Bush Administration had squandered this 
good will. It did so by disregarding public opinion in the countries of its allies, most 
of the Muslim world, and even at home in the US. 

 Information operations are intimately connected to other CT and COIN activities. 
! us, the government must publicize its successes, but it must also avoid creating 
opportunities for negative publicity. Over-reliance on # repower is the best way to 
create bad publicity. ! is fact provides a further reason to rely on indirect rather 
than direct action in # ghting terrorists and insurgents. Comer concluded: 

 As direct action implies, the lines of action are simple and emotionally satisfying. 
To identify targets, break things, and kill people can be more appealing to those 
who approach the war against terrorism impatiently or with a need to avenge 9/11. 
Direct actions can be easily understood, and body counts are easy metrics to convince 
leaders, the public, and Congress that progress is made and to gain the nation’s con-
tinued support. Indeed for the # rst four or # ve years after 9/11, to capture and kill our 
terrorist enemies constituted the main e" ort. Indirect action, conversely, requires 

64  Corum (n 42) 127, 131–3. 
65  UNSC Res 1368 (12 September 2001) UN Doc S/RES/1368. 
66  ! e North Atlantic Treaty (adopted 4 April 1949, entered into force 24 August 1949) < http://

www.nato.int/cps/en/natolive/o$  cial_texts_17120.htm  >  accessed 19 January 2011. 
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patient observance. To change the environments by strengthening local governance, 
to convince people that terrorism is an illegitimate method of political action, and to 
separate populations from the insurgencies will all take time, and positive changes are 
hard to measure. Indirect action transforms the targeted government and the views of 
many in its population in order to end the ability of terrorist groups to win followers 
or gain # nancial support.   67    

 An indirect, long term strategy may be less appealing to a headline crazed public, 
but it will undoubtedly become more so as it attacks the root causes of terrorism 
while reducing collateral damage.     

    5.4.4.  Lawfare   
 Another aspect of CT and COIN closely related to information operations is the 
concept of ‘lawfare’, de# ned as ‘the strategy of using — or misusing — law as a substitute 
for traditional military means to achieve an operational objective’.   68  Legitimacy has 
enormous value in combating asymmetric threats. Legitimacy requires maintaining 
the rule of law, protecting human rights, and respecting civil liberties. By maintaining 
the moral high ground in a clear and demonstrable way, the threatened government 
can achieve a victory in the information war by showcasing its own correct behaviour 
in contrast to the deplorable and illegal acts of the terrorists and insurgents. 
However, the failure to observe or to maintain the rule of law, as well as to respect 
human rights, can have a disastrous e" ect on information operations. ! e Abu 
Ghraib prisoner abuse scandal, for example, seriously damaged US credibility when 
photos of the mistreated were released in 2004. Failure to close the Guantánamo 
Bay detention centre has further hurt America’s image in the eyes of its allies and its 
enemies. 

 While it is true that democratic societies are sometimes vulnerable to having their 
own legal systems used against them for cynical or operational motives, maintaining 
law and order within these societies does not necessarily mean handing extremists 
an unassailable competitive advantage. Law — like all other human institutions — is 
adaptable, and neither the law nor one’s constitution need be a suicide pact.     69  ! is 
is a fact currently recognized by many rule of law abiding countries. ! us, given the 
legitimate terrorist threats with which they have had to contend, many democratic 
countries have reasonably and lawfully enacted strong anti-terrorism laws; laws 
granting their governments extraordinary powers of search, seizure, and detention 
without trial (for a limited time), as well as broad rights to conduct electronic sur-
veillance. In the meantime, while lawfully countering terrorist/insurgent ideology 

67  RL Comer, ‘Fighting Global War — Indirectly’ (2010)  ! e Year in Special Operations, 2010–2011 
Edition , 97–9. 

68  CJ Dunlap Jr, ‘Lawfare Today: A Perspective’ (2008) 3 Yale JI A"  146. 
69  See generally, RA Posner,  Not a Suicide Pact: ! e Constitution in a Time of National Emergency  

(OUP, New York 2006). 
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may be politically more di$  cult to achieve, the law in this area is adaptable as well. 
For example, several European and American countries have recently enacted laws 
against hate speech; laws which could be used to impede those who would incite 
violence in the name of religion. Clearly, the enactment of such laws may — and often 
does — provoke public outcries and outrage. But the bottom line is that in robust 
countries, robust discussions concerning the boundaries of the law are not impedi-
ments to countering terrorist doctrine or threats. Instead, they are, in fact, bold 
demonstrations of legitimacy which, as has been argued, can serve as enormous aids 
in combating asymmetric threats.       

    6.  Conclusion and Recommendations   

 Terrorism will be a chronic international security problem for the foreseeable future. 
It cannot be eliminated, but terrorism can be reduced and contained. Like orga-
nized crime, the challenge is not to eradicate the threat, but to reduce it to a level 
with which society can abide. Combating such asymmetric threats will require a 
new comprehensive approach that will utilize all elements of national power. 
Wherever possible, the West in general, and the US in particular, should take an 
indirect approach, helping threatened states to defend themselves. When the US 
becomes directly involved in con% icts like those in Iraq and Afghanistan, it must be 
prepared for a sustained nation building e" ort that will last years or decades. All 
COIN and CT e" orts must take place within an excepted legal framework, suitably 
adapted to contemporary conditions. Above all, the US and its allies must attack 
root causes of insecurity, including terrorist ideology. 

 As regards the rule of law in combating non-state actors, a few observations and 
recommendations are in order. While the broad principles enshrined in various 
conventions and accords governing the conduct of hostilities still apply, they have 
yet to be adapted in a coherent, comprehensive fashion to the contemporary secu-
rity environment. Terrorists, insurgents and their supporters do not fall neatly into 
combatant, non-combatant categories. ! ose who farm by day and # ght by night 
should not be granted immunity from attack during their hours of peaceful occupa-
tion. ! reats from non-state actors loosely organized in networks are certainly 
persistent and pervasive. Deciding whether they are ‘imminent’, however, is very 
di$  cult. Since al Qaeda and its a$  liates have declared war, not only against the US 
but against the entire Western world, the right to attack them where and whenever 
possible should be encompassed in the concept of self defence. Sovereignty of neu-
tral states must be respected as far as is possible, but as with so many conventional 
terms, ‘neutrality’ is problematic. Many states cannot and others will not move 
against nefarious elements operating on their territory. No state can be expected 
to respect safe havens from which terrorists and insurgents attack them. As in 
any con% ict, every e" ort must be made to spare the lives of civilians. Contrary to 
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popular perceptions, though, many high tech weapons are far more discriminating 
than conventional ones. Civilian casualties caused by drone attacks pale in compari-
son to the death and destruction caused by strategic bombing during World War II. 
! ese and other issues indicate the need for a rethinking of the legal framework 
within which armed con% ict occurs today.                                                                                                                                                   
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